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ABSTRACT

While information security and privacy losses are now spiraling out of control,
and have been demonstrably shown to threaten national sovereignty, military
superiority, industrial infrastructure order, national economic competitiveness, the
solvency of major businesses, faith and trust in the Internet as a platform for
modern commerce, as well as political stability, the U.S. Congress has nonetheless
to date refused to seriously address the root cause of these threats. The root cause is
a legally reinforced incentive system that encourages, and further entrenches, top
management decisions that provide inadequate resources for, and inadequate top
management attention to, information security and privacy matters. This article
explains why the current top management legally defined incentive systems are
dysfunctional and how they should be modified so as to create considerably more
socially desirable results. Employing a minimum-changes politically palatable
strategy, the article discusses how a revival of the common law theories of
negligence and recklessness, in both the criminal and civil areas, can be used to
establish a new socially beneficial top management incentive system. A draft
federal statute manifesting these recommendations is provided.

INTRODUCTION

The information security and privacy crisis that the world now faces is so
shocking, so damaging, and so pervasive, that it seems impossible to resolve. But
this viewpoint, which is widely disseminated in the mass media, is, in fact,
reasonable only when the root cause of the crisis is not understood. In reality, the
crisis is repeatedly being entrenched, perpetuated, and worsened by top
management incentive systems that strongly discourage top managers from giving
this area the attention it must have, and from making the investment that this area
requires. In other words, the current legally defined top management incentive
system keeps us in a vicious circle that perpetuates the status quo, which is clearly
not working.

While top management’s fiduciary obligations to the organization where they
work do promote decisions for the benefit of the organization and its primary
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constituencies such as shareholders, donors, and taxpayers, the legally recognized
duty of care to which top management must comply does not promote top
management’s observation of duties to third parties such as current customers, ex-
employees, and existing business partners. For example, the typical current top
management incentive systems encourage secrecy, conflicts of interest, short-term
decisions, excessive risk taking, and grossly inadequate investment in the
infrastructure needed to achieve adequate levels of information security and
privacy.

The world has changed dramatically, thanks to powerful new technologies like
the Internet and mobile computing, and citizens of industrialized nations are now
much more connected. The law needs to reflect this interconnectedness by using a
consistent and standardized nation-wide approach (and later a world-wide
approach).

Recognizing that top managers, at least in the information security and privacy
area, have become stewards of the public trust, the ones to make decisions that
materially affect third parties, this article proposes that we push the reset button in
the law. It suggests that we revert to time-tested and proven traditional tort concepts
of negligence and recklessness (both civil and criminal). Relevant defenses, notably
the business judgment rule, the assumption of the risk defense, the contributory
negligence defense, and the license defense, are also in need of material change to
acknowledge the new reality which requires a more socially responsible standard of
conduct to which top management must legally adhere.

Using a new model law as a reference point, the author suggests that with a
minimum number of conservative changes to existing laws, the U.S. Congress can
establish a new and truly motivating level of top management personal liability for
information security and privacy harms done to third parties. With such a federal
law, the Congress could thereby rapidly bring about considerably more socially
desirable results, including enhanced trust in the economic and technological
infrastructure, and a marked reduction in the level of losses currently sustained.

I. TOP MANAGEMENT INCENTIVE SYSTEMS ARE A CRITICAL DETERMINANT OF
INFORMATION SECURITY & PRIVACY LOSSES

Reeling from widespread criticism that it has coddled Wall Street criminal bank
executives,1 demonstrated by the fact that not a single indictment of an executive
has been handed down since the disastrous financial crisis of 2007-2008, the U.S.
Justice Department has recently issued new policies that prioritize the prosecution
of individual employees, not just the companies where they work.? While major

1. David Michaels, 2015 Spurred Billions in Bank Fines, But Not Enough for Warren, BLOOMBERG
BUSINESS (Jan. 29, 2016), http://www.bloomberg.com/news/articles/2016-01-29/2015-spurred-billions-in-
bank-fines-but-not-enough-for-warren (discussing recent Wall Street fraud prosecutions in which no
individual bank executives were prosecuted by the government).

2" Matt Apuzzo & Ben Protess, Justice Department Sets Sights on Wall Street Executives, N.Y. TIMES
(Sept. 9, 2015), http://www.nytimes.com/2015/09/10/us/politics/new-justice-dept-rules-aimed-at-prosecuting-
corporate-executives.html?emc=etal& r=0. This policy represents an acknowledgement by the federal
government that the current top management incentive system is in need of adjustment, the same topic that
this article addresses.
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fines related to that financial crisis have been levied against involved corporations,
there is a serious danger that these fines will simply be viewed as a routine cost of
doing business, and so the current dangerous, risk-seeking behavior will not
change. To avoid continuing, serious, and socially detrimental results, the legal
incentive systems surrounding executive responsibility urgently needs to be
realigned so as to reflect greater executive personal responsibility for decisions that
affect third parties.3 This is true in the financial sector, as evidenced in the
propensity to take on excessive debt, and it is true in the domain of information
security and privacy, as evidenced by many dramatic recent headlines.*

Corporations do not commit crimes, do not have a mind that could generate
malicious intent, do not act negligently, and do not, in and of themselves, cause
material losses to others. Corporations are simply an organizational form through
which people act; they are not a culpable party. Fines levied against corporations
alone will therefore not have significant motivational effects. But rather than
pinning responsibility on specific executives, the U.S. justice system typically
shields top management using traditional agency law theories and the business
judgment rule. To compel top management to pay more attention to the pressing
information security and privacy crisis that the nation now faces, and to force top
managers to allocate sufficient resources to adequately and responsibly deal with
this serious problem, a realignment in the U.S. legal incentive system is now
required. That sought-after incentive system realignment can be achieved by: (1)
updating the laws of negligence and recklessness to enable and facilitate lawsuits
brought by third parties who have been seriously harmed by personally-responsible
top management, (2) recognizing a type of white-collar managerial crime in the
law, a genre of criminal negligence or recklessness, which acknowledges that, when
it comes to information security and privacy, corporate top managers are now
important stewards of the public trust, and (3) limiting the use of certain defenses,
such as the business judgment rule and the assumption of risk, that would prevent
charges of negligence and recklessness from being illegitimately blocked in court
proceedings by defense counsel.

This article will explore the nature of the current information security and
privacy crisis and note some aggravating forces that will continue to cause the crisis
to get worse—that is, unless these forces are reversed by changes in incentive-
system-related law, such as those described herein. The article will additionally
explore who actually makes decisions about information security and privacy in
organizations, and the primary incentive systems now causing these parties to act in
ways that are seriously dysfunctional. After a brief history of top management

3. Public opinion is in support of such a change in the law, and top-level business leaders agree. A
study done by the New York Stock Exchange Governance Services, noted that nine out of ten board of
director member respondents believed that businesses should be held liable if they do not abide by the
standard of due care. See NYSE & Veracode, Cybersecurity and Corporate Liability: The Board’s View,
VERACODE 2 (Nov. 5, 2015), https://www.veracode.com/nyse-and-veracode-survey-reveals-cyber-related-
corporate-liability-is-top-of-mind-for-boards-and-executive.

4. The appropriate level of executive personal liability for harms caused to third parties is certainly not
a conversation unique to the United States. For example, there has been increasing liberalization of the rules
allowing shareholder derivative suits against top management in Japan since the 1990s. See Carl F. Goodman,
The Somewhat Less Reluctant Litigant: Japan’s Changing View Toward Civil Litigation, 32 L. & POL’Y INT’L
BUS. 769, 799 n.131 (2001).
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personal liability for information security and privacy harms caused to third parties,
the article goes on to define a new “standard of care,”5 a readily achievable standard
to which top management should conform in order to avoid personal civil liability
and/or criminal culpability.

The specific changes to agency law and the business judgment rule that are
necessary to successfully bring about this change in incentives are also covered. To
clarify exactly what is required and simplify the determination of whether a tort or a
crime has taken place, the article will also suggest a safe harbor provision that will
allow top management to readily determine whether they are on the right side of the
law. Thus, top management decision-related operational simplicity, low cost to
implement, low cost to determine potential liability, and low cost to adjudicate/
settle, have been significant objectives in the drafting of the model law found in the
appendix to this article.

While other aspects of the law of executive responsibility and accountability
related to information security and privacy clearly need to be changed,6 this article
focuses only on executive responsibility and accountability because that area is so
key to remediating the pressing crisis we now face.” Using conservative and modest
changes and realignments to traditional and well-established concepts of the law
related to liability and personal responsibility, this article proposes a relatively
inexpensive, relatively easy to implement, and relatively minor set of adjustments
to the law that are likely to have a significant and long-lasting effect in terms of: (1)
preserving the integrity and resilience of both information systems and societal
infrastructure managed by information systems, (2) maintaining and enhancing
national competitiveness, and (3) protecting and enhancing national security. Trust
is an essential factor that must be present if a populace will allow the government to
govern them. It must additionally be present if a customer is to engage in a sale
with an online business. Trust in both our current legal system and our current

5. The common law surrounding negligence for information security and privacy matters is already
tending in the direction proposed in this article, although it needs to be advanced and clarified, for example,
through the statute proposed in the appendix. Consider Byrne v. Avery Ctr. for Obstetrics and Gynecology,
102 A.3d 32 (Conn. 2014), which involved the Connecticut Supreme Court recognizing that the controls
found in regulations implementing the Health Insurance Portability and Accountability Act (“HIPAA”)
constitute a standard of due care that could be referenced for purposes of determining negligence.

6 Certainly, other significant changes are needed in addition to a shift in the legal definition of
executive personal responsibility. For example, the U.S. Justice Department must stop using deferred
prosecution agreements (“DPAs”) and non-prosecution agreements (“NPAs”) to prevent corporations from
running the risk that, after a criminal conviction, they will be branded as criminals and then suffer a major
erosion in their reputation. See Russell Mokhiber, Twenty Things You Should Know About Corporate Crime,
25 CORP. CRIME REP. 25 (2007). Another major change that is needed is that vendors that sell information
security and privacy products that are clearly insufficiently secured need to be held strictly liable for the
damage that their products cause. See Michael D. Scott, Tort Liability for Vendors of Insecure Software: Has
the Time Finally Come?, 67 MD. L. REV. 425 (2008); David Sirota, Prosecution of White Collar Crime Hits
20-Year Low, ALTERNET (Sept. 10, 2015), http:/www.alternet.org/news-amp-politics/prosecution-white-
collar-crime-hits-20-year-low.

7. Increased top management personal liability as discussed in this article is fully consistent with
provision 404(b) found in the Sarbanes-Oxley Act of 2002. That provision requires top management to assess
and attest to the financial control measures used to prepare the financial statements for public companies. The
American Institute of Certified Public Accountants (“AICPA”) believes that the law has led to improved
financial reporting and greater transparency. This article seeks to move in that same general direction, but in
the domain of information security and privacy. See Section 404(b) of Sarbanes-Oxley Act of 2002, AM. INST.
OF CPAS, http://www.aicpa.org/Advocacy/Issues/Pages/Section404bofSOX.aspx.
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technological structure is now in serious jeopardy and urgently needs to be
bolstered and augmented. The proposed law in this article attempts to serve that
objective of enhancing trust as well.

The law of unintended consequences8 holds that “the actions of people,
particularly the actions of the government, always have effects and consequences
that are unanticipated.”g Although politicians often ignore that law, this author has
consistently borne it in mind, and employed great caution when preparing the
limited changes in the law described below. This article does not so much advocate
a new approach, as it suggests that various traditional tried-and-true legal
approaches, approaches that have been demonstrably workable in the traditional
system of common law, can be combined in a different way to achieve socially
desirable results, notably achievement of an adequate level of information security
and privacy. Accordingly, the limited-scope and most-conservative recommended
changes in the law described in this article are fundamentally (a) explicit definitions
of matters that remain vague in the law, (b) new applications of existing common
law and statutes, and (c) limitations of the defenses provided by existing laws.

II. COMPELLING EVIDENCE NOW SHOWS THAT WE ARE IN AN INFORMATION
SECURITY AND PRIVACY CRISIS

That America is in serious trouble can firstly be shown by the April 2015
breach of computers at the U.S. Office of Personnel Managernent.10 That security
breach resulted in personally identifiable information such as names, Social
Security numbers, dates of birth, and addresses, being released for millions of
people who had undergone military and government agency background checks.
Not only does the breach pose a short-term risk of identity theft, but it will
jeopardize U.S. undercover operations for a generation since those involved will be
subject to blackmail, unexpected disclosure of their identities, etc. That one attack
changes the balance of power between countries, alters the battlefield of
international conflicts, and jeopardizes American competitiveness. That attack also
points to the fact that computers and networks are the modern nervous system of
our society, and they must be vigorously and effectively protected, if our now
highly automated society is going to survive.

That the nation is now in a serious information security and privacy crisis can
secondly be illustrated by the Sony Pictures Entertainment attack that took place on
November, 24, 2014."" As a result of that attack, a major corporation lost the use of

8 Although certainly much older in its origins, this law was popularized by sociologist Robert K.
Merton. See Michael T. Kaufman &Robert K. Merton, Versatile Sociologist and Father of the Focus Group,
Dies at 92, N.Y. TIMES (Feb. 24, 2003), http://www.nytimes.com/2003/02/24/nyregion/robert-k-merton-
versatile-sociologist-and-father-of-the-focus-group-dies-at-92.html.

9. Rob Norton, Unintended Consequences, LIBRARY OF ECONOMICS AND LIBERTY (2002),
http://www.econlib.org/library/Enc/UnintendedConsequences.html.

10" David E. Sanger & Julie Hirschfeld Davis, Hacking Linked to China Exposes Millions of U.S.
Workers, N.Y. TIMES (June 5, 2015), http://www.nytimes.com/2015/06/05/us/breach-in-a-federal-computer-
system-exposes-personnel-data.html.

11. Lori Grisham, Timeline: North Korea and the Sony Pictures Hack, USA TODAY (Jan. 5, 2015),
http://www.usatoday.com/story/news/nation-now/2014/12/18/sony-hack-timeline-interview-north-
korea/20601645.
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over 3,000 computers and 800 servers. All connections to the Internet were shut off,
including connections to other Sony units and third parties. The corporation was
plunged into a pre-digital age of landline telephone and hand-delivered messages
written via pen and paper. Not long after that, President Barack Obama declared a
national emergency12 and issued an executive order to deal with the “increasing
prevalence and severity of malicious cyber-enabled activities originating from, or
directed by persons located, in whole or in part, outside the United States.”

In other words, the game has recently changed and nation states are now
actively engaged in cyber-warfare, and both corporations and government agencies
are at significant risk. While those seeking to make political points (“hacktivists”),
those seeking to show their intellectual prowess (“hackers”), as well as those
seeking to “make a buck” from crimes such as identity theft (“ghosts”), are
certainly still serious concerns, the attackers now include agents from well-financed
nation states and operatives from sophisticated organized crime gangs.13

While there is unquestionably a wide variety of very powerful and versatile
new security and privacy technology available, the fundamental issue behind
information security and privacy problems that we now experience involves
people.14 Technology alone is not going to solve information security and privacy
problems. Instead, management must devote additional attention to the risks that
new information systems like the Internet introduce, and they must also allocate
sufficient resources so that these same security and privacy problems can be
adequately addressed. Top management now stands as the gatekeeper, holding the
purse strings of organizations, and it is often blocking the work on information
security and privacy that must be undertaken in order to adequately protect
information systems, as well as the assets, both physical and intellectual, that these
information systems control. Unfortunately, the prevailing incentive systems, such
as quarterly bonuses paid for high profits, encourage top management to act in a
penny-pinching manner, denying these essential activities both the top management
attention and the resources that these areas must now receive.'”

III. CURRENT INCENTIVE SYSTEMS CAUSE TOP MANAGEMENT TO INADEQUATELY
ADDRESS INFORMATION SECURITY AND PRIVACY

A. Top Management Does Not Personally Pay the Price for Insufficient
Information Security & Privacy

Like all people in America today, top managers are operating in the midst of a

12. Exec. Order No. 13694, 80 Fed. Reg. 18077, 18077 (Jan. 6, 2015). Reflecting the serious problems
in this area, one should note that President Obama has issued a total of five Executive Orders and Presidential
Directives that authorize offensive and defensive actions in cyberspace. See Catherine A. Theohary & Anne I.
Harrington, Cyber Operations in DOD Policy and Plans: Issues for Congress, 22 CONGRESSIONAL
RESEARCH SERVICE, (Jan. 5, 2015), https://fas.org/sgp/crs/natsec/R43848.pdf.

13. Jeremy Bergsman, Do You Care Who's Attacking Your Firm?, CEB BLOGS (May 13, 2015),
https://www.cebglobal.com/blogs/information-security-do-you-care-whos-attacking-your-firm.

14. See Donn B. Parker, People Are the Number One Problem for Computer Security: Some Suggestions
for Control, 2 COMPUTER CRIME DIG. 5, 5-10 (1984).

15. Gary Loveland & Mark Lobel, Cybersecurity: The New  Business  Priority,
PRICEWATERHOUSECOOPERS, http://www.pwc.com/us/en/view/issue-15/cybersecurity-business-priority.html.
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complex modern social system, and are thus subject to influence from a variety of
objectives, incentives, and constraints.'® Beyond their own personal objectives and
personalities, the behavior of top management can be predicted to be a function of
those same objectives, incentives, and constraints. For example, if (thanks to
limited corporate liability laws) top management at a high-tech venture-capital-
funded firm is playing with other people’s money, and their own net worth will not
be adversely impacted if a serious security or privacy problem were to occur, top
management will be encouraged to take on an excessive level of risk in the hope
that they might hit it big with the new firm."” So if the budget allocation for
information security and privacy is insufficient, and a serious loss does later result,
top management does not generally personally pay the price.18 The price is instead
paid by the organization, and/or third parties such as suppliers and in some
instances, investors, customers, and the general public. Since top managers
personally enjoy the benefits of a restricted budget for information security and
privacy, via higher quarterly bonuses,'’ more promotions, etc., and because top
management can spread the costs across third parties (economists call the effects of
this spreading “externalities”zo), top management is now economically encouraged
to keep information security and privacy budgets dangerously low.”!

16 PAULINE BOWEN ET AL., INFORMATION SECURITY HANDBOOK: A GUIDE FOR MANAGERS (Nat’l Inst.
of Standards and Tech.) (2006).

17. Top managers know more about risks facing the organization than investors or other parties, and this
asymmetry of knowledge encourages top managers to take on excessive risks. This problem has been widely
studied. See Peter M. DeMarzo et al., Risking Other People’s Money: Gambling, Limited Liability, and
Optimal Incentives, Working Paper No. 3149, STANFORD GRADUATE SCHOOL OF BUSINESS (2014), available
at https://www.gsb.stanford.edu/faculty-research/working-papers/risking-other-peoples-money-gambling-
limited-liability-optimal.

18. As one illustrative recent case, consider the massive release of credit card numbers that Target
experienced on December 19, 2013. See Brian Krebs, The Target Breach, by the Numbers, KREBS ON
SECURITY (May 14, 2014), http://krebsonsecurity.com/2014/05/the-target-breach-by-the-numbers. Some 70
million credit card numbers were stolen, and those cardholders had an unknown amount of expenses
associated with changing cards, at the very least. /d. The banks that issued the credit cards paid an estimated
$200 million to reissue the credit cards. /d. Target itself will be spending $100 million to upgrade its point of
sale terminals to support the new Chip-and-PIN technology. Id. Target also paid a $10 million settlement for a
class action lawsuit brought by customers, and a $67 million settlement to Visa and its card issuers. /d. Target
laid off 1,700 employees because sales were down as a result of the breach. /d. The CEO stepped down from
his position, but he stands to reap $55 million from an executive compensation golden parachute package. /d.
A shareholder derivative suit was filed in the District of Minnesota on January 29, 2014, named Collier v.
Steinhafel et al., No. 14-cv-266 (D. Minn. Jan. 29, 2014), but according to this author’s analysis of PACER
records, which was performed on February 8, 2016, there have been no notable developments since.

19. Alfred Rappaport, Executive Incentives vs. Corporate Growth, HARV. BUS. REV., (July-Aug. 1978),
available at https://hbr.org/1978/07/executive-incentives-vs-corporate-growth. In this classic article,
Rappaport describes how incentive systems focused on short-term earnings encourage short-term thinking by
top management. /d.

20. For a discussion of the perverse behind-the-scenes effects associated with inadequate investment
levels in information security, including externalities, see Ross Anderson, Why Information Security Is
Hard—An Economic Perspective, 358 (2001) (unpublished manuscript),
https://www.acsac.org/2001/papers/110.pdf.

21. See SYDNEY FINKELSTEIN ET AL., STRATEGIC LEADERSHIP: THEORY AND RESEARCH ON
EXECUTIVES: TOP MANAGEMENT TEAMS, AND BOARDS 336 (2009) (discussing how top management adjusts
strategic behavior to manipulate measures of their performance).
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B. Information Security and Privacy Requires Exceedingly Complex Long-
Term Investment in Control Systems

At the same time, computer systems and networks are some of the most
complex things that humans have ever created. To manage them adequately,
notably to keep them properly secure and private, top management must establish
and maintain exceedingly complex control systems. The development and use of
these control systems requires a long-term effort that requires an incredible amount
of both management attention and resources. The computer systems and networks
that our society is now so dependent upon are the result of decades of compounded
growth, where the older technologies have been augmented by newer technologies.
As a result of this adding-on process, various problems are introduced, including
gaps in knowledge, lapses in controls, inconsistencies, irregularities, and
incompatibilities, and these problems in turn have often led to security and privacy
losses. The many layers of inconsistent technological systems that now exist are
revealed by the plugs and jacks used to connect various types of computers and
mobile computing devices. In this environment, even a layperson can get a sense
for the irregularity, non-standardization, inconsistency, and lack of coherence in
many information systems today.

Since top management is now rewarded primarily based upon short-term
financial performance, they have a disincentive against investing in the long-term
control systems necessary to bring coherence, consistency, organization, security,
and privacy to these information systems.22 As a consequence, top management
helps to create long-term information security and privacy risks of immense
proportion that only get more dangerous, pervasive, and more systemic as time goes
on. In order to stop these risks from growing still more disastrous and pervasive, a
change in the legal system that recognizes top management personal liability for
harms done to third parties is now required.

C. Stock Options Create Short-Term Focus Incompatible with Investment in
Long-Term Technology Infrastructure

The pervasive use of stock options, as a part of a typical private sector top
management compensation package, creates many of the same dysfunctional results
as bonuses based on quarterly financial results. The ensuing focus on stock price
brings a short-term viewpoint that encourages short-term thinking, and short-term
strategies. This focus will hopefully hold up at least until the top level manager
instituting them has retired, has taken a job at another organization, or has died.
Since information security and privacy requires a significant dedicated long-term
investment in order to be done successfully, to the extent that chief executives are

22. Since complexity management is a significant causal factor behind a wide variety of information
security and privacy problems (such as errors in setting-up access control permissions), top management must
take the time, and invest the resources, to deal with complexity management issues if they are going to
adequately address information security and privacy. See Mark Mitchell, Reducing Complexity, Ensuring
Security:  Toward Better Information Management, Government Executive (Aug. 20, 2014),
http://www.govexec.com/insights/reports/reducing-complexity-ensuring-security-toward-better-information-
management/91952.
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paid with stock options, this arrangement further supports their focus on short-term
financial results,23 which can and often does have dysfunctional impacts on the
necessary long-term investment in technological infrastructure, such as in
information security and privacy.24

Options are inherently speculative. When an organization bases a large part of a
top manager’s pay on a speculative matter, the organization should not be surprised
that the top manager is taking a high-risk bet. Top managers should be required to
hold options for a long period of time, such as a decade or two, so as to foster long-
term investment in the organization where they work. > Indeed, a statistical analysis
of technology companies reveals that a longer vesting period for executive stock
options is correlated with higher growth rates for the involved business.*®

A study done at Harvard Business School revealed that stock options
encouraged top managers to engage in earnings manipulation, including the
reporting of higher discretionary current accruals, larger excess fourth quarter sales,
and a greater likelihood of future lawsuits at their firms.”” So then what incentive
system is, in fact, acting as a counterweight, to block top management
misrepresentations about the numbers in order to hit a financial target, and to block
top management from taking on excessive risk? Certainly being fired or obtaining a
bad reputation in the industry are considerations. But this author, after studying the
net effects, suggests such counter-incentives are insufficient. Instead, if top
management was seriously worried about being sued personally for negligence or
recklessness, that should help establish a proper balance. Under the current legal
system, however, such a lawsuit rarely occurs.

D. High Straight Level Salaries Reveal Insensitivity to Organization
Reputation Problems & Other Related Issues

Top managers are also in many cases paid straight salaries, albeit with very
high dollar amounts, as if they were top government bureaucrats.”® The insensitivity
of their pay to public reputation problems, such as those caused by a major
information security or privacy breach, is a further incentive to pay less than the
necessary level of attention to investment in long-term infrastructure needed to
achieve adequate levels of information security and privacy.

23. Michael C. Jensen & Kevin J. Murphy, CEO Incentives—It’s Not How Much You Pay But How,
HARV. BUS. REV. 138, 140 (May-June 1990), available at https://hbr.org/1990/05/ceo-incentives-its-not-how-
much-you-pay-but-how.

24. For a discussion of the perverse impact of externalities on the level of information security
infrastructure investment, see Lawrence A. Gordon & Martin P. Loeb, The Economics of Information Security
Investment, 5 TRANSACTIONS ON INFO. AND SYS. SECURITY, 438, 453 (2002); Johannes M. Bauer and Michel
J. G. van Eeten, Cybersecurity: Stakeholder Incentives, Externalities, and Policy Options, 33 TELECOMM.
POL’Y 706 (2009), available at http://dx.doi.org/10.1016/j.telpol.2009.09.001.

25. See Charles M. Elson, What’s Wrong with Executive Compensation?, HARV. BUS. REV. Jan. 2003, at
68, 69, https://hbr.org/2003/01/whats-wrong-with-executive-compensation.

26. Maxwell J. Chambers, The Effect of Executive Compensation on Firm Performance through the Dot-
Com Bubble (Apr. 23, 2012) (unpublished B.A. thesis, Claremont McKenna College) (on file with Mudd
Library, Claremont McKenna College).

27. See Joanne Sammer, Do Incentives Skew Management Priorities?, BUS. FIN. (Feb. 9, 2012),
http://businessfinancemag.com/hr/do-incentives-skew-management-priorities.

28. See Jensen & Murphy, supra note 23.
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The trustworthiness of a firm, and the infrastructure that it has built and uses, is
a critical component of not only organizational success, but also organizational
viability going forward in time.”” When a debacle like the Sony hack (mentioned
above) takes place, top management generally does not personally pay the price.
The corporation is generally thought to be the entity that bears the risk, not
members of top management personally. This arrangement, characterized by
insensitivity of top management rewards to relevant external conditions, in turn
creates incentives for top management to act recklessly.30 Insufficient investment in
the technological infrastructure supporting information security and privacy is just
one of the casualties of this reckless behavior.

E. Secrecy Encourages Maintenance of the Status Quo, Even Though
Information Systems Technology is Changing the World Dramatically

The exact nature of the employment contract that a top manager has with a
commercial firm is generally confidential. The employer wishes to keep such an
agreement secret lest it fall into the hands of competitors, and then allow
competitors to more easily lure away the involved top manager. The top manager
wishes to keep such an agreement secret because revealing it publicly would
probably upset other employees of the same organization who did not get such a
lucrative deal.’' In addition, at a particular commercial entity, the executive
compensation system and the executive incentive system are likely to be considered
proprietary and confidential information, which, in turn, is declared to be restricted
information in these employment contracts.*

Of course, if these employment agreements are not disclosed to other firms or
other employees, they probably are not disclosed to shareholders, customers,
unions, or the general public. This lack of transparency prevents these agreements
from being challenged because they have embedded conflicts of interest.® This
lack of transparency also interferes with the duty of shareholders to properly
supervise the top managers at the firm in question via the Board of Directors,
derivative suits, shareholder activism, and the like. The fact that access to top
management compensation related information is a significant issue at all reveals
that the existing top management incentive systems are suspect, at the very least.”*

29. See generally Marjory S. Blumenthal, The Politics and Policies of Enhancing Trustworthiness for
Information Systems, 4 COMM. L. & POL’Y 513 (1999).

30. Vikramaditya S. Khanna, Should the Behavior of Top Management Matter?, 91 GEO. L.J. 1215,
1215-16 (2003).

31. The current ratio of unskilled worker pay to chief executive pay in the U.S. is now 350:1. Gretchen
Gavett, CEOs Get Paid Too Much, According to Pretty Much Everyone in the World, HARV. BUS. REV. BLOG
NETWORK (Sept. 23, 2014), https://hbr.org/2014/09/ceos-get-paid-too-much-according-to-pretty-much-
everyone-in-the-world.

32. Securities & Exchange Commission (“SEC”) investor proxy disclosure rules require some executive
compensation disclosures, in part to counteract the secrecy that otherwise would surround this information.
See 17 C.F.R. § 240.14a-101, Item 8 (2014).

33. There is, however, an increased call to make such compensation packages with top managers public.
See Yonca Ertimur et al., Shareholder Activism and CEO Pay, REV. OF FIN. STUD. (Nov. 19, 2010), available
at http://rfs.oxfordjournals.org/content/early/2010/11/18/rfs.hhq1 13.full.pdf+html.

34. Jeremy L. Goldstein & Jeremey L. Goldstein & Associates, LLC, Shareholder Activism and
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Ideally, as a matter of integrity of the structure of the legal and social systems under
which we operate, and as a way to foster greater public trust, all such executive
compensation arrangements should be made public, and left open to both challenge
and periodic revision based on alleged conflicts of interest.

F. Focus on Career Advancement and Personal Fame Leaves Long-Term
Investment in Infrastructure in the Dust

One additional employment-market-oriented incentive system that motivates
top management is the chance to significantly advance one’s career by taking a
higher-paying or more prestigious position with another organization. In past
decades, many top managers would have been with their company for their entire
working careers. Today, frequent job changes are the norm,35 and along with that
higher job change frequency goes the focus on short-term thinking, short-term
financial results, and, not surprisingly, an undue acceptance of short-term risks in
the information security and privacy areas.

IV. A SHORT HISTORY OF TOP MANAGEMENT PERSONAL LIABILITY FOR
INFORMATION SECURITY AND PRIVACY HARMS TO THIRD PARTIES

Limited liability (in the context of business rather than sovereign immunity,
diplomatic immunity, parliamentary immunity, judicial immunity, or prosecutorial
immunity) was first created in 1844 English law via the corporate form—a separate
legal personality. This limited liability was intended to enable endeavors that might
not otherwise be possible, such as the financing of a large project like building a
network of canals.*® The legal personality separation of the corporation from the
legal personality of individual decision makers, investors, business partners,
employees, lenders, and other parties has been and continues to be a hallmark of the
corporate organizational structure. As a derivative of English law, the limited
liability structure of the modern American corporation combines, and, in multiple
ways conflates, the limited liability of investors with limited liability of top decision
makers. On a conceptual level, this article claims that superior social welfare results
will be obtained if these two types of limited liability are dealt with in a more
distinctly separate manner in the law.

In terms of losses caused to third parties resulting from corporate activity, there
is convincing economic justification for having corporations bear the risk for
unintentional harms in order to encourage both entrepreneurial risk taking and an
expanded level of economic activity. But that same justification is not relevant to
knowing and intentional harms caused by actions taken by top management. In
support of this claim of inapplicability is ample evidence for the “deflection

REGULATION (June 18, 2015), https://corpgov.law.harvard.edu/2015/06/18/shareholder-activism-and-
executive-compensation.

35. Richard Mills, Hiring Leaders: 4 Failsafe Guide to Dominating Any Industry by Employing its
Dominant People, CHALRE ASSOCIATES (2013), http://www.chalre.com/pdfs/Hiring_Leaders.pdf.

36. Paddy Ireland, Limited Liability, Shareholder Rights and the Problem of Corporate Irresponsibility,
34 CAMBRIDGE J. OF ECoN. 837, 839 (2010), available at
http://cje.oxfordjournals.org/content/34/5/837.full.pdf+html.
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hypothesis” by which top management of corporations has the involved corporation
bear a disproportional amount of the risk of knowing and intentional misdeeds for
which they are responsible.37 For example, empirical research shows that when
increased directors’ and officers’ insurance shields top management from personal
liability related to mergers and acquisitions, the results are detrimental to
shareholder returns.*®

If corporations are not able to shift some of this risk bearing for intentional and
knowing acts back to top management personally, then socially undesirable results
are likely to ensue.”” For purposes of the following discussion about information
security and privacy related harms caused to third parties, it is critical that we as a
society come to appreciate that inadequate investment in information security and
privacy be clearly seen as an intentional and knowing act, an act for which top
management should be held personally liable.

At the current time, insufficient top management investment in information
security is a vague and often inadequately explored area when it comes to assigning
liability for the harms caused to third parties. As will be explained further below, it
is now possible to clearly delineate what is an adequate level of investment in
information security and privacy, and thus a court can now readily determine
whether there has been such an intentional and knowing act on top management’s
part. Top management personal liability is thus suggested as an appropriate penalty
when intentional and knowingly inadequate investment in information security and
privacy takes place.

Sanctions imposed on corporations will typically be increased when top
management is shown to have been involved through intentional and knowing acts,
for example via the “alter ego theory,” whereby top management uses the
corporation as its own alter ego to pursue personal purposes.40 Sanctions will also
typically be increased if top management can be shown to have directed certain
misdeeds, as can be found in the organizational sentencing guidelines found in the
Model Penal Code.*' Of particular concern are those cases where top management
takes the corporation down a knowing or reckless path, leading to significant
damage to third parties, not just investors, but also customers, prospective
customers, business partners, and members of the general public. Recent examples
of such knowing or reckless behavior have included firms like Enron, Worldcom,
and Global Crossing.

Corporate officers have a variety of duties to their company and to
shareholders, including the duty of care, the duty of good faith, the duty of loyalty,
the duty of disclosure, the duty of oversight, the duty not to violate the law, and the

37. Khanna, supra note 30, at 1254.

38. Chen Lin et al., Directors’ and Officers’ Liability Insurance and Acquisition Outcomes, 102 J. OF
FIN. ECON. 507, 507-525 (2011), available at
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39. Khanna, supra note 30, at 1218.

40. For example, the court may pierce the corporate veil and thus hold the owner personally liable, if
that the corporate form is a sham (there was actual fraud) and that the corporation was simply acting on behalf
of the owner. See Latham v. Burgher, 320 S.W.3d 602, 609 (Tex. App. 2010).

41. U.S. SENTENCING GUIDELINES MANUAL § 8C2.5 (2016); MODEL PENAL CODE § 2.07(1)(c) (1985).
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duty of reasonable reliance and delegation.42 Corporate officers may face personal
liability if they breach these fiduciary duties, but the standard is quite high, as
evidenced by the Caremark decision.”® In general, only the most egregious cases
result in either director or officer personal liability. The types of lawsuits now
possible for the breach of these duties are either direct or derivate suits and are
brought by shareholders or, in some cases, by creditors. There are generally no
legally recognized duties of corporate officers to third parties. As discussed later in
this article, in addition to other affirmative defenses, there is most prominently the
business judgment rule, which generally protects both directors and officers against
personal liability.

In the information security and privacy area, there are also several federal
statutes that impose responsibility on corporate officers. These include the
Sarbanes-Oxley Act, the Gramm-Leach-Bliley Act, and the Healthcare Insurance
Portability and Accountability Act. The Federal Trade Commission recently has
been quite active in the information security and privacy area acting under authority
of the Fair Credit Reporting Act,44 but the penalties imposed are typically against
the involved organization rather than the top managers at that organization.45 State
laws, such as those that dictate how to notify victims of a security breach, may
additionally impose some personal liability on top managers.46 In America,
however, there is currently no consistent legal theory or policy regarding top
management personal liability for harms caused to third par‘[ies.47 This article
suggests the establishment of such a unified legal framework via federal legislation.

To more effectively motivate top management to act in a socially beneficial
manner, specifically to invest adequate resources in information security and
privacy, the law must consistently hold t